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IG TOOLKIT - March 2018 is the Last submission –but don’t celebrate yet!! 

NHS England have revealed that the Information Governance (IG) Toolkit will be replaced in 
April 2018. This is part of a new approach to measuring progress against 10 data security 
standards for general practice set out by Dame Fiona Caldicott. We’ve picked out some key 
information for primary care managers about the IG toolkit and its replacement! 

The new requirements state that all GP practice in England must name a partner, board 
member or equivalent senior employee as being responsible for data and cyber security in 
the practice. This will also need to be implemented by April 2018, when the new Data Securi-
ty and Protection Toolkit (DSP Toolkit) replaces the Information Governance Toolkit (IG 
Toolkit). 

Practices will need to implement these changes to meet the data security and protection re-
quirements set out in their contract. The CQC will monitor how closely practices follow the 10 
standards as part of their inspection process, considering it as part of the ‘Well Led’ element 
of their inspections. 

The 10 data security requirements have been recommended by Dame Fiona Caldicott, the 
National Data Guardian for Health and Care. Here’s a closer look at the standards and what 
they mean for general practices: 
  

1. All staff ensure that all personal confidential data is handled, stored and transmit-
ted securely. Personal confidential data is only shared for lawful and appropriate 
purposes.  

2. All staff understand their responsibilities under the National Data Guardian’s Data 
Security Standards, including their personal accountability for deliberate or avoida-
ble breaches.  

3. All staff complete appropriate annual data security training and pass a mandatory 
test.  

4. Personal confidential data is only accessible to staff who need it for their current 
role. All access to personal confidential data on IT systems can be attributed to 
individuals.  

5. Processes are reviewed at least annually to identify and improve processes which 
have caused breaches or near misses.  

6. Cyber-attacks against services are identified and resisted and CareCERT security 
advice is responded to. Action is taken immediately following a data breach or a 
near miss.  

7. A continuity plan is in place to respond to threats to data security, including signifi-
cant data breaches or near misses, and it is tested once a year as a minimum.  

8. No unsupported operating systems, software or internet browsers are used within 
the IT estate.  

9. A strategy is in place for protecting IT systems from cyber threats which is based 
on a proven cyber security framework such as Cyber Essentials. This is reviewed 
at least annually.  

10. Suppliers are held accountable via contracts for protecting the personal confiden-
tial data they process and meeting the National Data Guardian’s Data Security 
Standard.  

For GP practices, some requirements will be implemented by the commis-
sioner of the GP IT & GP Information Governance Support Service (Clinical 
Commissioning Group (CCG), current the service is provided by PCIG   
Consulting and we are working on GP practice evidence to met the new   
requirements of the replaced toolkit.  These will be available for practice on 
our website in May 2018. 

 

A number of times last year        
practices have sent IFR letters and 
request directly to Dudley CCG, 
which is a IG Breach 
 
Under the Health and Social Care 
Act of 2012, you will be aware that 
CCG’s are unable to receive pa-
tient identifiable information as 
they do not provide direct patient 
care.   
 
Functions such as these are per-
formed by Commissioning Support 
Unit’s (CSU’s). Letters and requests 
received at the CCG constitute an 
Information Governance Breach. 
 
Arden & GEM Commissioning Sup-
port Unit process Individual Funding 
Requests (IFR’s), Prior Approval 
Requests on behalf of Dudley CCG.   
 
Please ensure all requests and 
letters are marked Private and 
Confidential and directed to Ar-
den & GEM Commissioning Sup-
port Unit: 
 

 
 
 
When practices are sending IFR to 
the CCG, the CCG are returning the 
letters with the advice above and not 
insisting on the first occurrence that 
the practice report this as an IG 
Breach, however the letter states:- 
 
 
“Further inappropriate information 
received at the CCG will be brought 
to the attention of your individual 
practice Caldicott Guardian and the 
Information Governance Consultant 
for Dudley Practices”. 

 

Could you please advise  ALL 
staff via a recorded email that 
IFR documents are to be posted 
or managed as above.  This will 
ensure no breach.  Bear in Mind 
that with the introduction of the 
GDPR (see page 2) fines for 
these kinds of breaches will be 
dramatically increased, lets not 
make Dudley a test case :) 

 

IFR Team 
Arden & GEM CSU 
Kingston House 
438-450 High Street 
West Bromwich 
B70 9LD 
 
Email – ifr.dudley@nhs.net 
Fax – 0121 285 5990 
 
Contact Numbers: 
0121 612 2841 / 0121 612 2836  

New General Data     Protection 
Regulation and Data Protection 

Act 2018 

ITS ALL CHANGE… Or is it? 

New data protection   legislation is 
due to come into force during 2018, 
which aims to protect the privacy of 
all EU citizens and prevent data 
breaches. It will apply to any public 
or  private organisation processing 
personal data.  

PCIG gave a presentation of this at 
the last DPMA conference—but we 
will be supporting practices getting 
ready for GDPR over the next few 
months. 

Updated Practice policies and        
procedures will be made available in 
April for ratification by practices to 
ensure compliance. 

Established key principles of data 
privacy   remain relevant in the new 
Data Protection Legislation but there 
are also a number of     changes that 
will affect General Practice  

 The Data Protection Legislation 
comprises:  

i) the General Data Protection Regu-
lation   (GDPR) which comes into 
force on 25 May 2018; and  

ii) the Data Protection Act (DPA) 
2018 which is anticipated to come 
into force 6 May 2018 for   law    en-
forcement processing, and 25 May 
for GDPR. 

For help and 
Assistance call: 

 
07525 623939 

IFR IG Breaches  

DO NOT SEND IFR-
TO 

THE CCG! 

See Page 2 for 
GDPR Staff       
Information 

See Page 3 for 
updated            

Information that 
practices must 
give patients 

mailto:ifr.dudley@nhs.net


 
 
 
 

How will the GDPR impact all General Practice staff?  
 
Introduction  
 
The General Data Protection Regulation (GDPR) became law on 24 th May 2016. This is a single EU-wide regulation on the protection of confidential and 
sensitive information. It enters into force on the 25th May 2018, repealing the Data Protection Act (1998).  
 
Summary of Significant Impacts of GDPR  
 

Enhanced patient access to records:  
 
Staff will have a stricter time-limit to respond to requests from patients to access their records, known as ‘Subject Access Requests’ (SARs), the GDPR 
will reduce the timeframe for response from forty days to one calendar month, penalties can be issued for late responses and staff will be expected to for-
ward patient SARs on to the appropriate manager in good time;  
 
 

Requests for Records After 25th May are FREE! 
You have one Month to supply the records 

 
‘Data Portability’:  

 
The legislation aims to ensure greater control for data subjects, the consequence of this is the ability to request that information be transferred to a third 
party, this will involve putting mechanisms in place to facilitate the transfer, a greater emphasis on moving to a paperless environment and ensuring that 
information is in common formats;  
 

GP to GP continues  
 

Increased Penalties:  
 
A two-tier system of fines will be introduced. The lower tier will include breaches of privacy by design obligations, the rules relating to processor contracts, 
record-keeping obligations and processing security requirements. Fines will be up to £10m or 2% of the organisation’s previous annual turnover, whichev-
er is higher. The upper will include breaches of the basic principles for processing, including conditions for consent, infringing data subjects’ rights and un-
lawful transfers to countries outside the European Economic Area. Fines will be up to £20m or 4% of the organisation’s previous annual turnover, which-
ever is higher;  
 

Fines can be upto 20 Million Euros 
 

Privacy impact assessments:  
Privacy impact assessments will be renamed Data Protection Impact Assessments (DPIA), these will be a legal requirement for all ‘high-risk’ processing. 
Careful consideration will need to be given to the use of patient data;  
 

PCIG assist in all your DPIA’s—Policies to follow 
 

Increased reporting requirements for data breaches:  
The GDPR will require that where individuals are likely to suffer some form of damage or risk to their rights and freedoms as a result of a breach the Infor-
mation Commissioner be notified within 72 hours of staff becoming aware of it. Staff will be expected to notify the Information Governance Team as soon 
as practicable;  
 

Breaches should be reported to PCIG within 24 hours as your nominated DPO (Data Protection Officer) 
 

Changes to consent:  
Under the legislation there will be a greater emphasis on recording consent, further where explicit consent is taken patients will have greater rights to re-
quest that their information be deleted, this implies a review of the consent procedures in place;  
 

Policies to follow 
Age of Consent for GP access will reduce to 16 

 
 
 



Castlefields Surgery  will be what’s known as the ‘Controller’ of the personal data you provide to us.  
We collect basic personal data about you which does not include any special types of information or location based information.  
This does however include name, address, contact details such as email and mobile number etc.  

We will also collect sensitive confidential data known as “special category personal data”, in the form of  health information,  religious belief (if 
required in a healthcare setting) ethnicity, and sex” during the services we provide to you and or linked to your healthcare through other health 
providers or third parties. 

We need to know your personal, sensitive and confidential data in order to provide you with Healthcare services as a General Practice, under 
the General Data Protection Regulation we will be lawfully using your information in accordance with:-  

 
Article 6, e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested 
in the controller;”  

Article 9, (h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of 
the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems  

All the personal data we process is processed by our staff in the UK however for the purposes of IT hosting and maintenance this information 
may be located on servers within the European Union.  

 
No 3rd parties have access to your personal data unless the law allows them to do so and appropriate safeguards have been put in place.  
We have a Data Protection regime in place to oversee the effective and secure processing of your personal and or special category 
(sensitive, confidential) data.  

We are required under UK tax law to keep your information and data for the full retention periods as specified by the  NHS Records manage-
ment code of practice for health and social care and national archives requirements. 
 
More information on records retention can be found online at (https://digital.nhs.uk/article/1202/Records-Management-Code-of-Practice-for-
Health-and-Social-Care-2016)  
 

We would however like to use your name, contact details and email address to inform you of services that may benefit you, with your consent 
only.  There may be occasions were authorised research facilities would like you to take part on innovations, research, improving services or 
identifying trends. 

At any stage where we would like to use your data for anything other than the specified purposes and where there is no lawful  requirement for 
us to share or process your data, we will ensure that you have the ability to consent and opt out prior to any data processing taking place. 
This information is not shared with third parties or used for any marketing and you can unsubscribe at any time via phone, email or by inform-
ing the practice DPO as below. 

If at any point you believe the information we process on you is incorrect you can request to see this information and even have it corrected or 
deleted. You can still request a copy of your medical Records from the practice — From May 2018 this will be Free of Charge. 
If you wish to raise a complaint on how we have handled your personal data, you can contact our Data Protection Officer who will investigate 
the matter.  
If you are not satisfied with our response or believe we are processing your personal data not in accordance with the law you can complain to 
the Information Commissioner’s Office (ICO).  Details can be found at www.informationcommissioner.co.uk 

Our Data Protection Officer is Paul Couldrey of PCIG Consulting Limited , and you can contact them at  

 
07525 623939 or email : Couldrey@me.com 

Via post to the practice. 

Who is the Data Protection Officer for the Practice? 

What are your rights? 

With your consent we would also like to use your information to.. 

How long will we store your information 

Where do we store your information Electronically? 

Why do we need your information? 

How we use your information and the law 

In accordance with the new GDPR and Data Protection Act 2018 –Practices will need to update their Fair Processing Notices to patients 
about how we use their information, the Final versions of an updated Leaflet for reception will be provided in April, However as an Interim the 
below is a Basic FPN for practices to add to their websites (alongside what you currently have and to post in reception to assure patients we 
are aware in the charge in the law and what we are doing to address our Requirements.  Feel free to amend or change the language below 
to suit your patients needs. 
 
I have assumed PCIG will be providing your OG support for 2018-19 and have named myself as your Data Protection Officer— if this does 
change for any reason you will be notified ASAP. 

The New General Data Protection Regulation and our    
Practice Responsibilities  


